Security in our

code review?
Check!
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We're on the final stretch!



Is a Code Review a Security Control?




Code reviews are already hard

It's a natural bottleneck
Entrenched power dynamics

We identify with our work

... or at least want to do a good job!
« Everyteam’s culture is different



Your rules can be gamed

* Test line coverage must be 85% or higher
* Some lines of code are not usefully tested
* Exclude untestable classes from total lines

... 100% coverage!



What can | steal borrow?




Application Security Verification
Standard (2019)
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Application Security Verification

Standard (2019)
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OWASP Top 10 Proactive Controls (2018)

The list is ordered by importance with list item number 1 being the most important:
C1: Define Security Requirements
C2: Leverage Security Frameworks and Libraries
C3: Secure Database Access
C4: Encode and Escape Data
CS: Validate All Inputs
C6: Implement Digital Identity
C7: Enforce Access Controls
C8: Protect Data Everywhere
C9: Implement Security Logging and Monitoring

C10: Handle All Errors and Exceptions

Source: https://owasp.org/www-project-proactive-controls/
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Code Review Security Checklist vl




ICode Review Security Checklist v1

O There are no secrets in source control

Thia inchudes passwords, ey and certificaten

1
7. Cnack the PR's commits 80 emure secrets haven't been hidden by ubtequent updates.
3

Tests may contain secrets only £ they are set and cordumed by the teits Themselves. Prefer
pooerated secrets. Cloarly mark fake wocrets a8 sech

Doturmentatinn may cOMta arpies of secrets, Dut these must ot be used @ avy Jystem
I you find » secret: Revoke the oid secret and iaue & new one. Rane an isue i the syitem o

outside your control

Only production-ready code is included
1. Debug-only code i kept 1o 8 minkmum snd protected by compile-time eackeder
1. Asamated tests match the work tem's acceptance criteria

Key events are logged.

1. Examples: input/ovtpet validaton Lad %, suthertcation, authorgation, re
tonretUnty aswes, hgh-risk fusctionalty uiage
Log entriet inchude encugh iformation 10 usiguely idestify the cvert.
Log entries esciude secrets and customers’ personally identifable indormation

Response messages are appropriate
1. WIML respomie wtatus codes & aed to enable duagnosa of potentud operational awuet.
2. Messages do not dischose ary more information than that dient is authodized for

5. Resporses exchude syitem isternal information e.g. stack traces, detaled exception meisages

Untrusted output is rendered with care
Aryy uier -suppled indormation rendered in reiponses & treated as wntrusted. For HTVL responses
NTML -eicape this content and only imert into NTAM body elements wdiv>, «p>)

O Request data is appropriately validated
1 Strectured dets is parsed 1o conlirm well formedaess.
pore quenes that make ute of usersuppiied input contain

this data via whizelsting, parameterisation, escaping

O Update the PR to note you've completed this checklist
1. Provide comatructive feedback and help the wbmeter improve their code.
2. When the PR passes, add and resolve 3 comment That states you've completed the st
3. Feelthe waem glow of & job well done!




lCode Review Security Checklist v1

O There are no secretls in source control

1. Thia inchudes passwords, ey and certificsten

4. Check the PR comemits 50 emure secrefs haven been hdden Sy wbiteguent updatem

3 Tests may conlain secrets ondy £ they are set and corsumed by the teits Themselves. Prefer
pooerated secrets. Coarly mark fake wocrets 28 sech
DOOumertatinn may COMtan exampies of secrets, Dt these must nat be used 0 My ystem
i you find » secret. Revoke the ofd secret aad iaue & new one. Raae an ave i the wyitem o
ontside your control

O Only production-ready code is included
1. Debug-only code i kept 10 & minimum and protected by complietime saciudes
1. Asamated tests match the work tem's acceptande criteria

O Key events are logged.
1. Examples: input/ovtpast validation Ladures, authentcabion, authorzation, rentame emors,
tonne vty aswed, hgh sk fuscbonalty ulage
1. Log entried inthude encugh isformation 10 uniguely idestify the evert.
L Log entries esciude secrets and customens’ personally igentidable indormation

O Response messages are appropriate
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L Log entries esciude secrets and customens’ perionally ideatid able indormation

O Response messages are appropriate
1. WIML respomie watus codes ace saed to enable dlagnosa of potentd operational nsue.
2. Messages do not dischose arwy more information than that chent is authociped foe
£ Rewgorses exciude wyilem istermal nformaton e.g. stick traces, detaded extepton meisage.

O Untrusted output is rendered with care
Aryy uiey -Suppled itAsrmation rendered in re1p0nies 6 Treated & wntrusted. For HTNS reiponies
NTML -e3cape this content and only imwert into NTAM Sody elements jeg. «div>, «p>)

O Request data is appropriately validated
1 Strectured date 15 parsed 1o confirm well formedaess
2. Todefond spanat injection attacks, dats wore quenes that make ute of usersupped Input contain
this data via whizelsting, parameterisation, escaping

O Update the PR to note you've completed this checklist
1. Preovide comatructive feedback and help the wubmeter improve their code.
2. When the PR passes, add and resoive 3 comment That states you've completed the lst
3. Fewelthe waem glow of 8 job well done!




L] There are no secrets in source control
This includes passwords, keys and certificates.
Check the PR’s commits to ensure secrets haven’t been hidden by subsequent updates.
Tests may contain secrets only if they are set and consumed by the tests themselves. Prefer
generated secrets. Clearly mark fake secrets as such.

Documentation may contain examples of secrets, but these must not be used in any system.

if you find a secret: Revoke the old secret and issue a new one. Raise an issue if the system is
outside your control.




ATUL GAWANDE




B-17 Checklist (1935)




Aviation Safety (1946-2019)




Aviation Safety (1946-2019)




2001

Peter Pronovost creates central line infection checklist
Line injections drop from 11% to 0%

2006

Atul Gawande & WHO begin checklist project

2009

Results released in New England Journal of Medicine:
36% drop in complications
47% drop in deaths

WHO Surgical Safety Checklist




Mandates + feedback

> 26% drop in deaths

South Carolina
Mandate + Training + Feedback

22% drop in deaths

Veterans Health Administration
Mandates + team training

18% drop in deaths

Ontario - Mandate only

0% drop in deaths

WHO SSC - 10 Years On




Surgical Safety Checklist e e el| Bl
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& World Health | Patient Safety
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Safe Surgery Saves Lives




A CHECKLIST FOR CHECKLISTS

Development

J Do you have clear, concise
objeciives for your checklst?

Is each jtem

O A critical safety step and n groat
danger of baing missed?

W Not adequately cheched by othes
mechanisms?
Actionable, with a specific
response required for sach tem?
Desigred to be read aloud as o
verbal check?
O 1hat con be allecied by the
e of & checklmt?

Have you considered

W Adding seims that will mprove
COMIPRINICALON AMOonNg 1eam
mombers /

W Irvolvng ol members of the leam
n e chackint creation prooess ?

—

Does the Checkiis:

s The font

Dratng Validabon

——e
Have you

o Trinked the checklist with front e
users (edhar in 8 real or simadated
shuation)?

I tikze raturyl Droasks o workflow
(Pauss pornas

Use serpie sertence structure and
base lnnguage? o Modified the checklist n response
Have a ite ot wiects 1o repeated Wals?
obyectives?

Does the checklist

o Fit the flow of work?

o Detect amors ot 8 time when they
coan sl be cormected?

Have o sevgle wrchuersd and
logeead format?

F & on one page?

Mownize o use of color

o Can e checkint be completed in
8 reasonably bl penod of wme?

Sans s’

Have you made plams for fubuie

revew and reveion of the

checkiim?

Uppet ard lowes Cose Yot ?
Lage encugh 10 De read easly”?
Dark on a kght backgrowrd?

Are there fewer Pan |
[ iten paowrd )

Aoy pew

In the date of Coaatior
Chaarly marked

¥ TOVIR0N )

Plaase note: A checkist s NOT a teaching 100l of an sligocihm
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https://www.safestack.io/resources-events/archived-cfc

& SafeStack.io
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Complex
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Good Practice
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Emergent |
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Obvious
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Best Practice

no effective constraint
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Cynefin framework




Code Review Security Checklist v2




Code Review Security Checklist

Before pushing code to the team repository

Have M secrels boen removed from the committed code’
J Y

During a review of the code (with author, revie

Have the right pecple been engaged 1o review the code *
J e

s there detrag Punctionality in the code’

O resgmnse meviages
o Make use of 200v0p

J Esclude formatios

rect bevel Of author (zats

Thas ( Yamm 200t 1y st ot mondhend 10 5 ( Crtage sPmrnilve Al antvl st rewd A

&= SafeSt

Before completing the code review

Have ueresolved rishs been ramsed and decumented’
J Yo

I the purpose of the change itated and undernitood by the reviewen’
» | Yo

B supplied data
<4 Yah(ate2 Defore it & wied or sSored

d [acaped when 1t n pasved 55 an iMderpreter

For frameworky, librarm, tooh and other dependencies
4 Arw they being wed effectve
<  Have rew Oeperder

o Are Dey upt ot

To testavy
J 15 the Sest cowe

4 AFe maute Cate

MO 00 N Bax o g T w e w S aped




Before pushing code to the team repository

Have all secrets been removed from the committed code?
J Yes




During a review of the code (with author, reviewers, tester)

Have the right people been engaged to review the code?
J Yes

Is there debug functionality in the code?
- No
o Yes and it can only run in test environments.

Do log entries:
o Cover all key events and states?
< Inciude encugh information to uniguely identify the event?
J  Exclude secrets and customers’ PII?

Do response messages:
< Make use of appropriate status codes?
< Exclude information that should remain intermnal to the
system?
< Limét information to the correct level of authorization?

Is the purpose of the change clearly stated and understcod by the
reviewers?
o Yes

Is user-supplied data:
J Validated before it is used or stored?
J  Escaped when it is passed 1o an interpreters?

For frameworks, Bbraries, tools and other dependencies:
oJ  Are they beng used effectively?
< Have new dependencies been vetted?
J Arethey up-to-date?

To testers:
J 15 the test coverage sufficient?
o Are misuse cases represented?




Before completing the code review

Have unresolved risks been raised and documented?
J Yes




Revised: 2020-02

Code Review Security Checklist
Implementation Manual

Introduction

The Checklist was created to mgrove security culture i dev teams and help them cc

check their code for common security risks. The earlier that vuinerabilities are disc

cheaper and jer they are 16 fix. The tool is intendied for use a3 part of & software team's code
review process, Our hope o that it will sngrove teaens’ overall security posture and the guality of
the code they releadss,

How to use this manual

The “reviewing team” Is understood to comprise the onginal aut 2 primary reviewer who
approves the change, testers, business analysts, and any secondary reviewers that are tagged in
Everyone in the reviewing team plays a role in enabling safe code reviews.

This mancal provides guidance on using the checklist, suggestions for nplementation, and
explanations of each entry. Teams should adapt the checkist to their own circumstances. Each
check has been inch d Dased oo expert operson that its inclusion will reduce the likelihood of
security risks and that it is unlikely to introduce risk to a system or add unmanageable cost

The ultimate poal of the Checklist is 1o prompt a security mindset a8 code review time and to m:

it safer and eatier Lo Gucuss possible security esinc

How to run the Checklist (in brief)

The Chacklist has theee phases « befc code is pushed, during the code review, and before the
code review is marked complete. The Checkiist itself can be included 25 a temrplate in a code
review request and the reviey s configured to require its completion

The first phase takes place before the ceiginal suthor shares their code with the team and consists
of the author veritying they haven't included any real passwords, keys, tokens, or other secrets in
their code.

The next phase happers during review and each item may be completed by any of the reviewers
besides the original author, The reviewers confirm the right people have been tagged in and that
they all understand the intended charge

They then check for the presence of debug code. the handling of untrusted data and response
IFOrmation, the Correct use of tools, and that there is sufficie




Your checklist should be

Focused on critical issues not covered by other controls
Quick to run through

Full of clearly actionable items to prevent confusion
Shared with the team collaboratively

Tested in small increments

Integrated into the team’s workflow

Remember the handy acronym: F.Q.A.S.T.I.




Introducing the Checklist

* Build ateam of enthusiastic people

 Reach acrossroles and include leaders and
managers

e Start small with one team and one system

* Actively seek feedback and incorporate it

* Track improvements



« Establish standard metrics

* Find excited teams to pilot with
» Specialised checklists?

* Lessons from Listo and goSDL?



Application Security Verification Standard
https://github.com/OWASP/ASVS

Top 10 Proactive Controls
https://owasp.org/www-project-proactive-controls/

Sharing is caring


https://github.com/OWASP/ASVS
https://owasp.org/www-project-proactive-controls/

Code Review Security Checklist

https://www.safestack.io/resources-events

Daniel Zollinger @dznz
Security Consultant daniel@safestack.io
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