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The Abridged History of Application Security
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The Abridged History of Application Security
Things are Getting a Lot Better
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§ Author of "Iron-Clad Java, Building Secure Web 

Applications” from McGraw-Hill/Oracle-Press
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InfoSec Dark Ages

IS MESSED UP!

October 1967 Task Force

February 1970 R-609 Published

October 1975 R-609 Declasified
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2013 DevSecOps beginning

2010 OWASP ZAP releasedSecurity Testing History

1979 LINT early 
static analysis tool 
released

1940 1950 1960 1970 1980 1990 2000 2010

1938 First pentesting
tool the Bombe

1972 "The Anderson Report”

1974 Air Force 
security testing on 

1995 Security 
Administrator
Tool for Analyzing 
Networks (SATAN) 
tool released

1998 Dawn of SQL injection Jeff 
Forristal; Nessus Project released

1999 Microsoft engineers coin 
the term Cross Site Scripting

2020

2001 OWASP Webgoat released

2003 Metasploit released

2006 OWASP Testing Guide & 
SQLMap, released

2015 OWASP Dependency 
Check
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2020

§Security Testing Integrated Into GitHub
§SAST, DAST, 3rd Party Scanning and IAST
§Pentesting Still Expensive (not enough 
professionals out there)
§Compliance is a growing security testing driver
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2017 CAA becomes 
mandatory

2015 Lets Encrypt starts!HTTP/S History

2006 TLS 1.1 
released2008 TLS 
1.2 released

1995 2000 2005 2010 2015 2020

1994 Netscape creates 
initial version of HTTPS

1999 TLS 1.0 released

2011 Forward secrecy 
live in modern browsers

2010 Chrome starts to 
HSTS preload some sites

2009 SSLLabs
released to public as 
a way to verify 
security configuration 
of HTTPS websites

2018 Let’s 
Encrypt offers 
wildcard; TLS 
1.3 published 
as RFC 8446; 
CT required 
for new certs

2016 Overt ½ the web HTTPS; 
Chrome 51 defaults to HTTP/2 
and only allows TLS

2013 TLS 1.2 live in 
modern browsers
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2020

§https://transparencyreport.google.com/https/o
verview
§90% or more of the web is HTTP/S

https://transparencyreport.google.com/https/overview
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1960 20201965 1970 1975 1980 1990 1995 2000 2005 2010 2015

2009 scrypt published

2007 PHP apps start using 
phpass() for password storage, 
using bcrypt if available

Password History 1991 MD5 message-digest 
algorithm - 128-bit hash value: 
https://en.wikipedia.org/wiki/MD5

1961 MIT’s CTSS 
(https://en.wikipedia.or
g/wiki/Compatible_Tim
e-Sharing_System) 
MOTD bug

1994 FreeBSD MD5
based crypt(3) with 1000 
iterations and 48 bit salts

1995 SHA1 https://en.wikipedia.org/wiki/SHA-1
2015 Argon2 wins 
password hashing 
competition 
https://password-
hashing.net/

2016 Dr. Akhawe
from Dropbox 
publishes password 
storage strategy

1978 Crypt(3) 
released in Unix 
now DES based 
(7th edition); 
first stretching, 
salting and 
password policy

1970s Crypt(3) released in 
Unix uses old M-209 code from 
WW2 (unix up to 6th edition) 

1980s Unix access to 
passwd database 
limited to only root user

2000 PBKDF2 appears in 
PKCS #5 v2.0 can change 
algorithm, output and iteration

2001 SHA2: https://en.wikipedia.org/wiki/SHA-2

1999 bcrypt announced 
at USENIX Annual 
Technical Conference: 
81–92. 128 bit salts

M-209B, cryptography collection of the Swiss Army 
headquarters. Photographed by Rama, Wikimedia Commons, 

licensed under CeCILL v2 and CC-BY-SA-2.0-FR

https://en.wikipedia.org/wiki/MD5
https://en.wikipedia.org/wiki/Compatible_Time-Sharing_System
https://en.wikipedia.org/wiki/SHA-1
https://password-hashing.net/
https://en.wikipedia.org/wiki/SHA-2
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2020

§Argon2 supported everywhere
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2015 OWASP Dependency Check 
Starts; Security Shepherd and Juice 
Shop Starts; SKF

• Security Shepherd Starts
• SKF

2018 OWASP IoT Top Ten2014 OWASP 
Juice Shop Begins

OWASP Project History

2006 OWASP 
Testing Guide 
work begins; 
OWASP Reform; 
OWASP ESAPI  

2001 OWASP Founded

2010 OWASP Mobile 
Project; Start of ZAP; 
OWASP Mod Security 
Core Ruleset

2009 OWASP Top Ten RC1; XSS Prevention 
Cheatsheet and Open SAMM work begins

2008 OWASP 
ASVS work starts

2020 50+ 
cheatsheets 
+ flagship

2013 OWASP Defect 
Dojo Begins

• OWASP Founded

• OWASP Reform
• OWASP ESAPI 

• XSS Prevention Cheatsheet
• Open SAMM work begins

• Start of ZAP
• OWASP Mod 

Security Core 
Ruleset

2000 2005 2010 2015 2020

2002 First OWASP 
Developers Guide
2003 First OWASP 
Top Ten



© 2019 Manicode Secure Coding Education     16© 2019 Manicode Secure Coding Education     16



© 2019 Manicode Secure Coding Education     17© 2019 Manicode Secure Coding Education     17

XSS History

1999 Microsoft 
engineers coin 
the term Cross 
Site Scripting

2006 OWASP 
Reform project 
starts

2009 OWASP 
XSS Prevention 
Cheatsheet
started

2012 CSP 1.0 published

2014 CSP 2.0 published; 
DOMPurify .1 released

2015 CSP 3.0 published

2005 But most of all, 
samy is my hero

2005 Amit Klein first 
DOM XSS publication

2002 HTTPOnly
supported in
IE 6 SP1

2010 Goat Love Worm 
strikes Twitter; Apache 
infrastructure hacked 
via XSS

2011 OWASP Java Encoder 
and OWASP Java HTML 
Sanitizer Begins

2011 OWASP DOM 
XSS Prevention 
Cheatsheet started

2000 2005 2010 2015

2019
Trusted 
Types
Live in 
Chrome, 
React
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2020

§AutoEscaping templates the norm
§CSP with strict-dynamic is easier to deploy
§Trusted Types is making its way into frameworks
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2017 CAA becomes 
mandatory

2015 Lets Encrypt starts!Important Dates in AppSec History

2006 TLS 1.1 
released2008 TLS 
1.2 released

1995 2000 2005 2010 2015 2020

1994 Netscape creates 
initial version of HTTPS

1999 TLS 1.0 released

2011 Forward secrecy 
live in modern browsers

2010 Chrome starts to 
HSTS preload some sites

2009 SSLLabs
released to public as 
a way to verify 
security configuration 
of HTTPS websites

2018 Let’s 
Encrypt offers 
wildcard; TLS 
1.3 published 
as RFC 8446; 
CT required 
for new certs

2016 Overt ½ the web HTTPS; 
Chrome 51 defaults to HTTP/2 
and only allows TLS

2013 TLS 1.2 live in 
modern browsers
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2020

§February 21, 2020 OWASP New Zealand Day
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AppSec is Global 260+ OWASP Chapters Worldwide
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AMA-AA
(Ask Me Anything About AppSec)
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Thank you to YOU…
for helping the world be more secure.

Have a great OWASP NZ CONFERENCE!


