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Jenkins
Pipeline
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Jenkins

Sample Jenkins Pipeline Script
1 pipeline {
2 agent any
3 environment { PROJECT_NAME = "PowerSploit" }
4

5 stages {
6 stage('Checkout') {
7 steps {
8 git """https://github.com/PowerShellMafia/${env.PROJECT_NAME}.git"""
9 }}

10 stage('Obfuscate') {
11 steps {
12 powershell '''
13 Import-Module Invoke-Obfuscation
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Stages
Overview
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Stages
Tools

• Checkout – Git

• (opt.) Compile – msbuild
• Obfuscate

– Invoke-Obfuscation [3] (PowerShell)
– ConfuserEx [4] (.Net)
...

• Verify – ThreatCheck [5]

• Push – Maven
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Outlook

• Malicious Jenkins (pwn_jenkins) – Alternatives?

• Adding more techniques or tools

• Other solutions?
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QA
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