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1. Introduction



Motivation

PS C:\Users\Administrator> . C:\Users\jenkins\AppData\Local\Jenkins\.jenkins\workspace\PowerUp\Privesc\Powerup.psi
At C:\Users\jenkins\AppData\Local\Jenkins\.jenkins\workspace\PowerUp\Privesc\PowerUp.ps1:1 char:1
+ <#

P
This script contains malicious content and has been blockild by your antivirus software.
+ CategoryInfo : Parsertrror: (:) [], ParseE
+ FullyQualifiederrorId : ScriptContainedMaliciousContent

otior
=

PS C:\Users\Administrator>
owershell.exe"[ 644448
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Motivation

PS C:\Users\Administrator> .

PS C:\Users\Administrator>
owershell.exe"[“6A]- 4448
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2. Design and Implementation
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Jenkins
Pipeline

Dashboard > PowerUp
General  BuildTriggers | Advanced Project Options | Pipeline

Advanced.

Pipeline

Definition

Pipeline script

Script 2

Use Groovy Sandbox 2

Pipeline Syntax
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Jenkins

Sample Jenkins Pipeline Script
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Stages

Overview

Abort
Start checkout obfuscate verify push End

compile
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Stages
Tools

Checkout - Git

(opt.) Compile - msbuild
Obfuscate

- Invoke-Obfuscation [3] (PowerShell)
- ConfuserEx [4] (.Net)

Verify - ThreatCheck [5]

Push - Maven
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3. Demo



Demo
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4. Outlook & QA



Outlook

e Malicious Jenkins (pwn_jenkins) - Alternatives?
e Adding more techniques or tools

e Other solutions?
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QA
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